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植物检疫措施委员会
第四届会议
2009 年 3 月 30 日 － 4 月 3 日 ， 罗马

关于电子认证的最新情况
暂定议程议题 15.2

1.

植物检疫措施临时委员会第七届会议（ICPM-7，2005 年）讨论了有关提高

开发植物检疫电子认证系统重要性的问题。普遍支持作为高度优先重点开展有关电
子认证的工作。当时提及，鉴于联合国贸易便利与电子商务中心（UN/CEFACT）
提供了额外的信息，显然这项工作将十分适宜在正常的标准制定计划范围以外进
行。植检临委一致同意成立一个工作组，负责制定有关电子认证的政策建议。
2.

植检委第一届会议（CPM-1，2006 年）讨论了植检电子认证工作组的成果 1。

认为《国际植保公约》秘书处应了解与全球采用/实施植物检疫电子认证有关的挑
战，并根据需要和酌情帮助应对这些挑战并对实施电子认证的费用作出估计。
3.

自 2006 年以来，已经实施了若干植检电子认证项目，联合国贸易便利与电子

商务中心已最终确定编制一项全球电子认证标准。
4.

《国际植保公约》秘书处尽可能通过直接方式或由粮农组织参加相关会议，

随时了解电子认证方面的发展情况。然而，鉴于资金方面的巨大困难，参加会议的

植检电子认证工作组的报告可从国际植检门户网站获取： https://www.ippc.int/id/111815。植检委的报告也
可从该网站获取： https://www.ippc.int/id/13393?language=en 。

1

为尽量减轻粮农组织工作过程对环境的影响，促进实现对气候变化零影响，
本文件印数有限。谨请各位代表、观察员携带文件与会，勿再索取副本。
粮农组织大多数会议文件可从互联网www.fao.org网站获取。
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机会非常少。
5.

缔约方和区域植物保护组织的技术磋商会最近要求提供有关开发植检电子认

证系统的最新进展情况。但是，目前尚没有现成的总体情况更新或概要。应秘书处
的要求，荷兰向植检委第四届会议提供了一项最新情况回顾。该回顾列于附录 1。
6.

在过去四年里，已就此问题推出了多项双边和多边提案。然而，未能就《国

际植保公约》作为一个整体的未来工作形成普遍一致的看法。
7.

虽然植检电子认证获得了一些缔约方的有力支持，然而越来越多的缔约方（主

要是发展中国家缔约方）对实施植检电子认证制度持有重大保留意见。这种保留体
现在所需资源方面、国家植物检疫工作的优先重点，以及联合国贸易便利与电子商
务中心的进程，而该进程是将电子认证作为一个整体对待，并未具体涉及植检的需
要。
8.

希望北美植物保护组织 2009 年 5 月 19 日至 21 日在加拿大渥太华举办的国际

电子认证研讨会将组织一次论坛，对所有这些问题进行公开讨论，使与会者进一步
了解植物检疫电子认证，并就协调这些进程和使其标准化方面的未来努力方向达成
共识。《国际植保公约》秘书处已承诺参加本次会议。
9.

请植检委：
1.

注意有关植物检疫电子认证的情况更新。

2.

建议编制一份再度更新的情况介绍，提交植检委第五届会议。
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Appendix 1
The State of Electronic Phytosanitary Certification2

1. Introduction
Making arrangements for phytosanitary certification is one of the requirements of the
IPPC (Art. V.1.). For many years this has already been one of the core elements of safe
trade in plants and plant products. Phytosanitary certificates are usually exchanged on
paper, while in many other fields (of information exchange e.g. food safety and animal
health) this is increasingly done by electronic means. The IPPC includes a provision on
electronic certification (Art. V.2.) as does ISPM No. 12 (section 1.2). It is the
expectation that in the coming years the use of electronic phytosanitary certificates will
gain momentum. A lot of preparatory discussions and work has been done and it is now
time to actually start implementing the exchange of electronic phytosanitary
certificates. This paper summarizes the state of electronic certification in the
phytosanitary field, identifies outstanding issues to be discussed and suggests ways
forward.
2. Definition
An IPPC working group that met in Wageningen in 2006 recognized that electronic
phytosanitary certification had not been defined by the Glossary Working Group.
However, for the purpose of that meeting, electronic phytosanitary certification was
considered as being the provision of phytosanitary information electronically from an
exporting NPPO to an importing NPPO. Thus, electronic certification is the issuance
and communication of phytosanitary certificates in electronic form. Although very
useful in the whole process, text processing programmes or other electronic generation
of paper forms, which are then distributed by traditional means, is not meant by
electronic certification (see the Report of the IPPC working group on electronic
certification, January 2006, can be found at https://www.ippc.int/id/111815).
3. Importance of electronic certification
Electronic certification is very important in streamlining administration associated with
increasing global trade. Electronic exchange of information is much faster than use of
paper certificates, enabling NPPOs of the importing country to anticipate on
consignments that are expected. A big advantage of electronic information is that once
this information is entered into an electronic system, it can be used for different

2
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purposes both at the exporting and in the importing country. This multiple use of data
can be for e.g. Custom purposes, phytosanitary inspection at import, re-use for
recertification or preparing notifications of interception. It is, however, important that
the phytosanitary integrity is maintained. Electronic certification can even increase this
integrity by direct communication between NPPOs, thereby minimizing the
possibilities for fraud with the certificates.
4. Elements of electronic certification
To exchange electronic certificates worldwide between NPPOs of all countries, the
format of the message should be harmonized / standardised. Firstly, this electronic
format should contain all the elements of a certificate as agreed in ISPM No. 12. It is,
however, for good communication and understanding, very important that the format is
standardized as is done under the IPPC for the paper version of a certificate. Moreover,
it is important to integrate these elements needed for phytosanitary purposes with those
needed for other purposes, e.g. for animal health and for logistics.
Once the format of the electronic certificate is standardized, the mode of transmission
of electronic certificates is also very important. This should also be undertaken in a
standardized way as to avoid that NPPOs have to communicate electronic certificates in
a different way depending on the country of destination i.e. mode of transmission
between countries needs to be standardised to facilitate communication between all
trading partners in the same way. This would substantially reduce the complexity of
computer systems, reduce costs and sped up communication.
Another important element is the issue of security and authenticity. It is essential that
electronic certificates could only be issued by authorized persons under the
responsibility of the NPPO. Furthermore, it should be guaranteed that the contents of
an electronic certificate cannot be changed after issuance or during transmission and
can be used only once for an imported consignment. Moreover, the link between the
electronic information and the consignment concerned should be unambiguous.
The way electronic certificates are produced by the NPPO or are received within a
national system is up to each NPPO. Some countries have a complete electronic system
to facilitate the process of export inspection and certification resulting an electronic
certificate (i.e. not paper) or NPPOs may produce the electronic certificate manually on
a computer at the border or point of inspection. In such cases, or any other system in
between, electronic certification as information exchange between NPPOs worldwide is
possible. Electronic information exchange by the use of electronic certificates is
certainly facilitated by a national (internal) electronic information management system
for the certification process and the inspection process at import. Such national
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electronic information management systems also allow for combining these electronic
processes with information exchange in other fields, thereby greatly enhancing the
benefits of electronic exchange of information. The use of electronic phytosanitary
certificates is, however, independent of the way the electronic certificates are
generated.
Many more questions will come up, e.g. how should re-export certificates be issued.
The best way to make a good, harmonized system of electronic certification that works
well globally is to start on a small scale and discuss all problems and questions
encountered, and agree on a way forward.

5. FORMAT OF THE ELECTRONIC CERTIFICATE
The format/standard layout of the electronic certificate transmitted electronically
should be in line with ISPM No. 12, containing all the necessary elements as described
in this ISPM and should be in line with the format used for other purposes to fully
benefit from electronic information exchange. A standard digital format has been
extensively discussed by UN/CEFACT with the objective of achieving consistency
between the format for phytosanitary, veterinary and other trade purposes. In fact, the
information needed for phytosanitary certificates is integrated with the format
recommended for all kind of agricultural trade purposes. These discussions are now
finalized and the UN/CEFACT XML standard for electronic transfer of certification
data is recommended. This is extensively described in the report of the UN/CEFACT
meetings (http://www.unece.org/Welcome.html).
6. Mode of transmission
On the mode of transmission of the electronic certificates there are still a number of
issues to be decided upon. IF the XML format referred to in section 5 is used, then the
specifications of national systems are not critical, provided they accept and can
interpret the XML electronic certificates. However, questions that still need to be
addressed include:
-

Should the electronic certificate be communicated directly between the
exporting and importing country or is an intermediate a preferred solution?

-

Should the electronic certificate be communicated directly between the NPPOs
of the exporting and importing party or should the trader play a role?

-

Should the exporting country initiate the exchange of information (push) or
should the importing country initiate it and get the certificate actively out of the
system of the exporting country (pull)?
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-

Should the communication be via internet connection or through a secured
intranet system, for instance developed under the IPPC umbrella, or is there
another alternative?

Moreover, it is essential that an unambiguous link is present between the electronic
information and the consignment concerned.
7. Security and authenticity
It is essential that electronic certificates can only be issued by authorized persons under
the responsibility of the NPPO. Furthermore, it should be guaranteed that the contents
of an electronic certificate cannot be changed after issuance and can be used only once
for importing a consignment.
In this regard there are also still a number of open issues to be discussed and
harmonized:
-

How should the communication be protected?

-

Should the communication be encrypted?

-

How does an electronic certificate get its official status?

-

How does the status of an electronic certificate change after use?

-

Can the signature and the stamp of the inspector be substituted by an electronic
means of authorisation? And what type of authorisation should that be?

For all these elements it is good to realize that worldwide secure systems have already
been developed for other purposes, e.g. banking. For electronic certification an existing
system could perhaps be used in stead of developing a new one.
8. The revision of ISPM No. 12
Moreover, in the IPPC expert working group on the revision of ISPMs No. 7 and 12
that met in February 2008, the meeting agreed to explore the incorporation of the
standard elements for electronic phytosanitary certification based on the UN/CEFACT
initiative, including the XML format, as a supplement to ISPM No. 12. The
UN/CEFACT working group has accommodated all elements of the phytosanitary
certificate in the system fully in line with ISPM No. 12. Although the revision of ISPM
No. 12 has not been finalised yet, this revision is scheduled for possible adoption at an
upcoming CPM, pending review by the Standards Committee and member consultation.
9. Initiating electronic certification systems
Electronic certification will not start overnight for all trades in agricultural products
between all countries of the world. Some countries are ready and willing to start now,
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while others are not at all yet willing to initiate such a project. However, when
initiating such a project, it is best to start at a small scale between those trading
partners that are ready now and learn from the process in practice. All countries can
then benefit from these experiences. It is inevitable that paper and electronic
certificates will coexist for many years to come, not so much for one particular
consignment but within trade for different commodities or for different commodities.
During a pilot project, a paper certificate may accompany commodities and an
electronic certificate is also exchanged, one of the two should be enough but they are
not both needed for one consignment. Therefore, such pilot projects should move as
soon as possible to the use of electronic certificates only. Any country that wishes to
follow can benefit from the experiences in these pilots.
10. Recent experience
In some countries, systems for electronic certification are already operational or such
systems are available for use in future electronic certification. An example is the
system running in New Zealand and Australia. These countries have systems
operational for electronic certification and information exchange of veterinary products.
New Zealand has organised this in different ways for export to different countries.
Their experiences could be used for developing electronic certification in the
phytosanitary field.
The Japanese MAFF has developed a system for electronic communication within the
country that is used by customs and phytosanitary inspection authorities. The process
of entry and departure of consignments is supported by an electronic system that is also
in use by phytosanitary inspectors. Although the system is for domestic use only, this
may offer a good base for the exchange of electronic information in international trade
in future.
In the Netherlands, there is already many years experience with an electronic system
for the import process (CLIENT-import) connected to Custom authorities in which an
electronic certificate can be incorporated. A system for the process of export and for
producing electronic certificate (CLIENT-export) is now operational in the Netherlands
for seed potatoes and for seeds for sowing. Systems for other commodities are
currently under development. The Netherlands is able to cooperate with other countries
that are ready to receive electronic certificates for these commodities and with
countries that are ready to send electronic certificates for any commodity.
In the USA and Canada there are also electronic systems operational that can generate
electronic certificates. The same is the case for the Russian Federation and certainly in
many more countries such initiatives have been taken or are underway. This creates the
right circumstances for trading partners to link their systems for the electronic
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exchange of phytosanitary certificates.
11. Current challenges
Now that there is a proposal for the format of communication, developed by the
working group UN/CEFACT both for phytosanitary and veterinary purposes, it is
believed that this proposal should be incorporated in ISPM12 and adopted by CPM.
The next step is to work on solutions for the issues related to mode of transmission, as
described in paragraph 6 and 7 of this paper. This has to be discussed amongst NPPO
users and ICT specialists. The workshop that is organized by NAPPO in May 2009 in
Canada is a good opportunity to discuss these issues. We can still have very lengthy
discussions but it is time now to take decisions on these issues and start working with it
in practice. It would be good if worldwide arrangements for pilot projects on electronic
certification could be agreed bilaterally between NPPOs of trading countries and that
such pilots could start as soon as possible, preferably in 2009. To make optimal use of
these experiences in pilots, a yearly evaluation would be beneficial in the first few
years. For this purpose, it is advisable to start a working group that may also make
proposals to solve the issues encountered in these pilots.
Many (electronic) information management systems are available to NPPOs, or under
development, it is time now to link these systems and make optimal use of them by
starting exchanging electronic phytosanitary certificates.

